Appendix – The issues, and steps to minimise risk
Rather than reproduce the full detail of each issue and risk, the main issues are summarised here, along with approaches to addressing them.

	Issue
	The issue
	Steps to minimise risk

	Data Protection
	The Data Protection Act 1998 applies to information about living individuals (“personal data”) held by an institution or an organisation providing services on behalf of the institution. This includes personal data (email address, name, address, etc.) which is often provided to Web 2.0 service providers as part of the registration process.

An institution may be legally responsible for data protection breaches by an external service provider especially if the service is branded as an institutional service or if its use is compulsory part of a course. However liability will be reduced if it is clear that the service is external to the institution and that there is no contract with that provider.

The Data Protection Act prohibits the transfer of personal data outside the European Economic Area unless certain conditions are met.  This is not a problem if service users register themselves however. 
	· Avoid any contractual arrangement with the service provider and make clear to users that the service is not an institutional one.

· Make clear to users what information is accessible to and used by the service provider, and that the institution has no control over the service provider's use of data.

· Draw users' attention to terms and conditions of the service, and make clear the risks of disclosing personal information.

· Select services which allow users to self-register, to hide their identities if they wish and only to have to disclose minimal amounts of information. 

· Make usage optional for students.

IN SUMMARY

If usage is optional then risk is minimised, but the educational experience for those who may opt out is degraded.  It is suggested that careful selection of services coupled with self-registration and guidance on terms and conditions should reduce risk to a moderate level.

	Copyright & IPR
	The requirement for students - and staff - to comply with copyright legislation is no different within a Web 2.0 environment compared with any other (for instance within the VLE, on a course website, or within a PowerPoint presentation).  Thus it is tempting to argue that this is not a particular Web 2.0-related risk.  However the risk of copyright infringements becoming publicly visible - and copyright materials being disseminated still more widely - is greater if they are posted into an external Web 2.0 service than if they were held within an institutional 'walled garden'. It also remains the case that many users remain unaware of copyright law (Korn and Oppenheim 2007).

Some services may require users to waive their intellectual property rights, or to sign up to Creative Commons or similar licences, which may be unacceptable to the individual or to their institution. 

Where users are working collaboratively there will be a lack of clarity over who owns the copyright or IPR.  Copyright may be jointly owned if it is impossible to say who wrote which parts, and anyone wishing to use it would need permission from all rights holders.
	Ensure that staff and students are aware of their legal responsibilities not to break copyright law, and that they are made aware of sources of resources which may legitimately be used such as Creative Commons.

Users need to be made aware of the implications for their IPR of uploading or contributing to online content. 

IN SUMMARY 
Whilst copyright infringements are no more likely within a Web 2.0 environment than within a VLE, infringements are significantly more likely to be detected, thus the impact is potentially high.  Nonetheless clear user education should mitigate the risk.

The question of attribution of IPR for collaborative work is a difficult one; users should all be made aware that by contributing to a collaborative work their individual contributions may be difficult or impossible to identify and attribute.

	Control & Liability
	It may be necessary to take down information that has been posted to a site because it is libellous, defamatory, obscene, or in breach of copyright or data protection legislation.  Students may intentionally vandalise collaborative  content, or unintentionally damage others’ contributions.

It may be tempting for tutors to take on a moderation role, but in fact this may increase their legal liability in the event of any unacceptable content being posted - indeed many Web 2.0 sites do not moderate at all, favouring a robust take-down policy (Web2.0Rights 2009).


	Ensure that there is a clear procedure for reporting unacceptable content. 

Be clear about take-down policies and ensure that it is possible to take down such information, ideally without the involvement of the service provider, before starting to use the service. 

IN SUMMARY
This is a serious challenge for some educational uses of Web 2.0 services as, assuming that users have self-registered as required in order to meet data protection requirements above, it may be difficult for a tutor, or an officer of the institution, to gain access to the system in order to remove  offending content. Clear reporting and take-down policies are essential. 

	Security, Reliability & availability  of service
	It is important to examine a provider’s policies for preventing unauthorised access to user generated information - especially if information is confidential or otherwise sensitive, and what provision they have for backup and recovery of data in the event of system failure or other disasters.  

External services may be prone to scheduled and unscheduled interruptions and outages; they may have bugs; they may even lose data, or release or expose information. 

Services which are geographically remote will rely on significantly more network infrastructure than locally-based services, and if services are bandwidth-intensive this may lead to performance problems.

In general there is unlikely to be much interoperability with institutional systems so any extraction of data from an external platform is likely to have to be performed manually.



	Avoid using external services for storage and development of confidential or sensitive data.  Such data should be kept within an institutional system. Consider whether loss of any data - whether temporary or permanent - presents an acceptable risk to students and their learning outcomes. 

Consider the impact of network limitations on use of the service. Check any discussion forums for evidence of performance 
IN SUMMARY

If there is a need to store sensitive or confidential information users should use controlled, password protected institutional systems. Ensure that users consider the likelihood and potential impact on their students of extended periods of service unavailability or poor performance.

If the service is used informally and infrequently then occasional loss or degradation of service may be acceptable. If it is to be used frequently and if student learning is heavily dependent on its availability then outages may be considerably less acceptable.

If the service is used for any summative assessment-related purpose then the utmost care must be taken and use of an external service may be simply deemed too risky. Contingency plans may be needed (for instance flexibility in deadlines in the event of loss of service).

	Reliability of service provider
	The world of Web 2.0 providers is very fluid - companies may close or be bought out by others which will impact on provision, stability, functionality, costs etc.
	It is probably unrealistic to expect commercial levels of due diligence for every minor use of an external system but if such a system is to be relied upon heavily for the duration of a course it may be necessary to have a back-up plan for migration of data to an alternative platform.

	Audit trail
	Dynamic online content presents particular challenges where it is important to know what version of an artefact is being referred to. Some systems (e.g. some wikis) retain all previous versions so that it is possible to see the version a reference refers to, but many systems do not offer this functionality.

If work is to be assessed there may need to be some mechanism for 'time stamping' in to ensure that the version the tutor marks is the version submitted on the deadline date.  This can present a serious challenge - how is it possible to prevent access to and editing of dynamic online content in an external wiki, blog, or media sharing site for instance?  
	Users can be advised to use the convention 'retrieved on [date]' when referring to materials.

Some systems (especially educationally focused systems like e-portfolios) may have mechanisms for generating a frozen and submittable version of a piece of work and may need to be considered if time-stamping is a serious concern.

Measures such as screen-shots, creating of screencasts, or PDF creation are other possibilities for generating submittable files based on online content.


